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What do I need:

1. One instance of a 32 bit Windows operating system, | used 32 bit Windows XP running on my laptop with
VMware 10. You can not use 64 bit Windows for this task.

2. GSKS5 that you can download from http://www-01.ibm.com/support/docview.wss?uid=swg21615277&aid=1.
This should be unzipped inside your XP virtual machine.

Source: http:/mww-01.ibm.com/support/docview.wss?uid=swg21615277

3. An exported P12/PFX file from in my case IIS, containing the wildcard certificate as well as the certification path
to it, more on this later on


http://www-01.ibm.com/support/docview.wss?uid=swg21615277&aid=1
http://www-01.ibm.com/support/docview.wss?uid=swg21615277

Import your P12 /PFX file into your browser inside XP
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Open With...



Open With

- j Choose the program wou want ko use to open this File:

File:  wildcard_Customer.pfx

Programs

Other Programs:
m Defaul: Host Application
& Internet Explorer
'__j Motepad
W Paint
() windows Media Player

& windows Pickure and Fax Viewer
E’f WordPad

[] always use the selecked program to open this kind of file

Browse, ..

If the program wou want is not in the lisk ar on your computer, you can ook
for the appropriate program on the Web,

[ oK H Zancel ]

OK
Next >

Certificate Import Wizard

File to Import

Specify the file you wank to impork,

Eile name:

s Install Bloghwildcard Customer,pfx

| [ Erowse, .,

Moke: More than one certificate can be stored in a single File in the Following Formats:
Personal Information Exchange- PKCS #12 (. PFx, .P12)

Cryptographic Message Synkax Standard- PKCS #7 Certificates (.P7E)
Microsoft Serialized Certificate Store {.S5T)

%)

< Back ” Mext = l [ Cancel

Next >



Certificate Import Wizard

Password
To maintain security, the private key was protected with a password,

Type the passward For the private key.

Passwiord:
|**********

[ |Enable strang private key pratection. You will be prompted every time the
private key is used by an application if you enable this option,

[ ]Mark this key as exportable. This will allow you ta back up ar transpart wour
kews at a later time,

%)

[ < Back ” Mext = l [ Cancel

Next >

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or vou can specify a location For

(#)iautomatically select the certificate store based on the bype of certificate;

() Place all certificates in the Following store

< Back ][ Mext = ] [ Cancel

X

Next >




Certificate Import Wizard @

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard,

You have specified the Following setkings:
Certificate Store Selected  Automatically determined by t

Conkent PF:

File Mame C:AInstalliBlogyitildcard _Cust

£ >
[ < Back “ Finish I [ Cancel

Finish
Certificate Import Wizard @

\]}) The impart was successful,

OK

2. Check your imported certificate(s)



Internet Properties

General | Security F'rivacy| Content |I:|:|nne-:til:uns Frograms || &dvanced

Content Advizar

Ratings help you control the Intermet content that can be
m wviewed on this computer.

Certificates
% Ilze certificates to pozsitively identify yourself, certification
@l authoritiez, and publizhers.

[ Clear S50 State H Certificates... H Publishers. .. ]

Perzonal information

r AutoComplete stares previous entries AutoComplete
and suggests matches for pou. =

Min::rn:ns::-ft_F'rn:-fiIe .-’f-.ssistant shares pavr My Prafile.
perzonal information.

(] ] [ Cancel

Certificates



Certificates

Intended purpose: | <All= L |

Personal | Other People | Intermediate Certification Autharities | Trusted Root Certificatior ¢ *

Issued To Issued By Expiratio,., = Friendlw Mame

=g 014

<Mone =

Impart. .. ” Export. .. H Remove Advanced. ..

Certificate intended purposes

Server Authentication, Client Authentication

_lose

View



Certificate

| General | Details | Certification Path

Certification path

thawte
(=] Thawte 551 Ca

Wiemw Certificate

Certificate skatus:

This cerkificate is Ok,




Certificate

| General | Details | Certification Path

Certification path
thawte

Wiemw Certificate

Certificate skatus:

This cerkificate is Ok,

View Certificate



Certificate

General |Detai|s Certification Path

O

=] Certificate Information

This certificate is intended for the following purpose(s):

+Ensures the identity of a remote computer
*Proves your identity to a remobe computer
*Praotects e-mail messages

*Ensures sofbware came From software publisher
*Protects software From alkeration after publication

Issued ko: Thawte S50 CA

Issued by: thawte Primary Fook O

valid from 2/3/2010 to 2/8/2020

Write down the label on the right of Issued to: to use later on inside ikeyman in this case it is:
Thawte SSL CA
OK




Certificate

| General | Details | Certification Path

Certification path
thawte

----- Thawke 551 CA

Wiemw Certificate

Certificate skatus:

This cerkificate is Ok,

View Certificate



Certificate

General |Detai|s Certification Path

O

=] Certificate Information

This certificate is intended for the following purpose(s):

+Ensures the identity of a remote computer
*Proves your identity to a remobe computer
*Praotects e-mail messages

*Ensures sofbware came From software publisher
*Protects software From alkeration after publication
+ 4l issuance policies

Issued ko:  thawke Primary Roob CA

Issued by: thawte Primary Fook O

valid from 11/17/2006 to 7/17/2036

Write down the label on the right of Issued to: to use later on inside ikeyman in this case it is:
thawte Primary Root CA

OK

OK




Export root and any intermediate certificates to file

Intended purpose; <All= w

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior € *

Issued To Issued By Expiratio...  Friendly Mame i
Elraoat Agency Roak Agency 1/1/2040 “Mone =
ElsecureMst CA 5GC ... Rook 566 Authority 10/16/2009  <Mone:
= Thawte Premium Se... Raok 56 Authority 7lefz004  <Monex
El Thawte Server CA Root SGC Aukhority THaizo04d <MNone=

Eh thawte Primaty Rook C& <Mane >
Eutn - DATACOrp SGC Rook SGC Authority af24i2019  <None:=
'-.-'eriSign Class 1 CA,.. Class 1 Public Primary ... 5/13/2008  <Monex
'-.-'eriSign Class 2 CA... Class 2 Public Primary ... 1)7/2004 <Mone =

www.verisign.cnm,l'... Class 3 Public Primary ... 1/3/2004 <Mone =

[ Impart. .. H Expart. .. ][ Remove ] Advanced. ..

Certificate intended purposes

=all=

Close

Export

W

|

Certificate Export Wiz

Welcome to the Certificate Export

Wizard

This wizard helps wou copy certificates, certificate trust
lists and certificate revocation lists From a certificate
store bo wour disk,

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains infarmation
used to protect data or ko establish secure network
connections. & certificate store is the system area where
certificates are kept,

To continue, click Mesxt,

m&xt} | [ Cancel




Next >

Certificate Export Wizard

Export File Format
Certificates can be exported in a wariety of file formats,

Select the Format vou wank fo use:

(%)DER encoded hinary ,509 (,CERY

() Base-64 encoded ¥.509 { .CER)
() Crvptographic Message Synkax Standard - PECS #7 Certificates {P7E)

%)

[ < Back ” Mext = l [ Cancel

]

Next >

Certificate Export Wizard

File to Export
Specify the name of the file wou want to expark

File name:

C:AInskallBlogikthawtesslca, cer | | Browse. ..

< Back ][ Mext = ] [ Cancel

3

Next >




Certificate Export Wizard

1w

Completing the Certificate Export

Wizard

You have successfully completed the Certificate Export

izard.

You have specified the Following setkings:

File Mame i Inst
Expork keys Mo
Include all certificates in the certification path Mo
File Format DER. Er
£ >

[ < Back ” Finish l [ Cancel

Finish

The expaork was successful,

Certificate Export Wizard E]

OK




Inktended purpose; <All= w

Intermediate Certification Authorities | Trusted Root Certification Authotities | Trusted Publ 4 *

Issued To Issued By Expiratio... = Friendly Mame %
=17 TrustCenter Class 4 CA T TrustCenter Class ... 1/1/2011 TC TrustCenter
TC TrustCenter Time St.,,  TC TrustCenter Time ... 112011 T TrustZenter

=l Thawte Personal Basic C&  Thawte Personal Basi. .. 1/1/2021 Thawte Persona
[E) Thawte Personal Freem...  Thawte Personal Free... 1/1/2021 Thawte Persona
=) Thawte Personal Premiu... Thawte Personal Pre... 1/1/2021 Thawte Persona
=) Thawte Premium Server ... Thawte Premium Serv... 1/1/2021 Thavike Premium

B thawke Prirmary Roak Ca thawte Primary Rook Ca Ehawke
El Thawte Server Ca Thawte Server Ch 1/1/2021 Thawte Server .
L

[ Import... ] [ Export... ] [ Remove Advanced...

Certificate intended purposes

Server Authentication, Client Authentication, Secure Email, Code Signing

Close

Export

b
X

|

Certificate Export Wizard

Welcome to the Certificate Export

Wizard

This wizard helps vou copy certificates, certificate trust
lists and certificate revocation lisks From a certificate
stare o your disk,

& certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or ko establish secure network,
connections, & certificate skore is the system area where
certificates are kept.

To continue, click Mext,

uext:b | [ Cancel

Next >



Certificate Export Wizard

%)

Export File Format
Certificates can be exparted in a wariety af file Formats,

Select the Farmat vou wank ko use:

{(*)DER. encoded binary %,509 {.CERY

() Base-64 encoded ¥.509 { .CER)
() Crvptographic Message Synkax Standard - PECS #7 Certificates {,P7E)

[ < Back ” Mext = l [ Cancel ]
Next >
Certificate Export Wizard E'
File to Export
Specify the name aof the file wou want to expark
Eile name:
i Install\Blogithawterootca, cer | | Browse. .,
< Back ][ Mext = ] [ Cancel

Next >



Certificate Export Wizard

1w

Completing the Certificate Export

Wizard

You have successfully completed the Certificate Export

izard.

You have specified the Following setkings:

File Mame i Inst
Expork keys Mo
Include all certificates in the certification path Mo
File Format DER. Er
£ >

[ < Back ” Finish l [ Cancel

Finish

The expaork was successful,

Certificate Export Wizard E]

OK




Certificates

Inktended purpose; <All= w |

Intermediate Certification Authorities | Trusted Root Certification Authotities | Trusted Publ 4 *

Issued To Issued By Expiratio... | Friendly Mame
=17 TrustCenter Class 4 CA T TrustCenter Class ... 1/1/2011 TC TrustCenter
TC TrustCenter Time St.,,  TC TrustCenter Time ... 112011 T TrustZenter

=l Thawte Personal Basic C&  Thawte Personal Basi. .. 1/1/2021 Thawte Persona
[E) Thawte Personal Freem...  Thawte Personal Free... 1/1/2021 Thawte Persona
=) Thawte Personal Premiu... Thawte Personal Pre... 1/1/2021 Thawte Persona
=) Thawte Premium Server ... Thawte Premium Serv... 1/1/2021 Thavate Premiun
Elthawte Primary Root CA&  thawte Primary Rook CA 70172036 thawke

El Thawte Server CA Thawte Server Ch 1/1/2021 Thawte Server .

£

Irnpart... i Export... | Remove fdvanced. .,
[ JLe I

Certificate intended purposes

Server Authentication, Client Authentication, Secure Email, Code Signing

Close

| =

Close



Internet Properties

General | Security F'rivacy| Content |I:|:|nne-:til:uns Frograms || &dvanced

Content Advizar

Ratings help you control the Intermet content that can be
m wviewed on this computer.

Certifizates

% Ilze certificates to pozsitively identify yourself, certification
@l authoritiez, and publizhers.

[ Clear S50 State ] L_E.ertificates... | [ Publishers. .. ]

Perzonal information

r AutoComplete stares previous entries AutoComplete
and suggests matches for pou. =

Min::rn:ns::-ft_F'rn:-fiIe .-’f-.ssistant shares pavr My Prafile. .
perzonal information.

(] ] [ Cancel

OK



Run iKeyman to create new kyrfile and then Add and Import
certificate information

e+ Command Prompt

C:wInstallsgskS—ikevyman >

Command Prompt

C:xInstallsgzkS—ikeyman*gzkregmod.bat Add
C:xInsztallsgskS—ikeyman*set here=C: “InstallssgszkS—ikeyman
C:xInstallsgskS—ikeyman>regedit /s Add—RunAtBoot.reqg
C:iwInztallsgskS—ike yman >




e+ Command Prompt

C:~Install~gsk5—ikeyman >runike yman.hat

¢ Command Prompt - runikeyman. bat

C:xInztallsgszkS—ikeyman *runike yman . bat

C:xInstallsgskS—ikeyman>if "." == "_C:WINDOWS system3d2 ; C: WINDOWS ; C:~WINDOWSE-Sy
stemd2“UWbem" set orig_gsk=C::xInstallsgskS—-ikevman*gsk5~1ib;C: \WINDOWS \system32;C
SSUWINDOWS ; CoxWINDOWS S yztem32~Whem

C:wInsztallsgskS—ikeyman*set path=C:xInstallsgskS—ikeyman~gsk5~1ibh;GC:sWINDOWS~sus
tem32 ; CosWINDOWS ; s HINDOWS S ystemd 25 Whem

C:xnInstallsgskS—ikeyman*C:sInstallsgskS—ikevmansgskbshin~gskSikm.exe —-cp "C:xIns

tallwgzkS—ikevman~zsz lvikeyman';"C:~Install~gski—ikeyman~sslvikeymanssguide.zip';

Could take a while to start



Eed 1B Key Management

Key Database File Create View Help

] o=

DB-Type: |

Key database information

File Name: |

Hey database comtent —

| Personal Certificates

To start, please select the Key Database File menu to work with a key database...

Key Database File
New

Hey database type | Keyring file

File Name: ||: ustomerkey kyr

Browse...

Location: |C:Ilnstalllgskﬁ-ikeymam |

OK Cancel

OK




Password Prompt

[ = e Ll es |




Fed 1B Key Management - [C:\Install\esk5-ikeyman\customerkey. kyr]
Key Database File Create View Help

N8 RE

DB-Type: |Keyring file

Key database information

File Name: |C:IInstaIllgSkﬁ-ikeymanlcustnmerkey.k\_.rr

Hey database comtent —

| Signer Centificates

Yerisign Class 3 Public Primary Certification Autharity - G2
Yerisign Class 2 Public Primary Certification Authority - G2
Yerisigh Class 1 Public Primary Cetification Authority - G2
Thawte Personal Pramium CA

Thawte Personal Freemail CA

Thawte Personal Basic CA

Thawte Premium Server CA

Thawte Serer CA

Yerisign Class 1 Public Primary Certification Authority
Yerisign Class 2 Public Primary Certification Authority
Yerisign Class 3 Public Primary Certification Authority

List of cedification authority (CA}.|

ITIle requested action has successtully completed:

Add
Add CA's Certificate from a File

Data type | Binary DER data - |

Certificate file name: |thawternntca.cer

Browse

Location: |C MnstaliBlog

OK

Cancel

Help

—
OK

Use the label that you wrote down earlier



Enter a Label [E

Enter a label for the certificate:

lthawte Primary Root CA |

0K Cancel

Fed 1B Key Management - [C:\Install\esk5-ikeyman\customerkey. kyr]
Key Database File Create View Help

NZE RE

Key database information

DB-Type: |Keyring file

File Name: |C:IInstaIllgSkﬁ-ikeymanlcustnmerkey.k\_.rr

Key idatabase comtent —

| Signer Centificates

thawte Primary oot CA,

Yerisign Class 3 Public Primary Certification Autharity - G2
Yerisigh Class 2 Public Primary Cetification Authority - G2
Yerizign Class 1 Public Primary Certification Authority - G2
Thawte Personal Premium CA

Thawte Personal Freemail CA

Thawte Personal Basic CA

Thawte Premium Semer CA

Thawte Serer CA

Yerisign Class 1 Public Primary Certification Authority
Yerisign Class 2 Public Primary Certification Authority
Yerisigh Class 3 Public Primary Cedification Autharity

The requested action has successtully completed!

Add



Add CA's Certificate from a File

Data type | Binary DER data - |
Certificate file name: |thawtesslca.cer || Browse
Location: |C:1InstaII1EII|:|g1 |
0K Cancel Help
OK
Use the label that you wrote down earlier
Enter a Label ['5|

Enter a label for the certificate:

(Thawte SSL CA

OK

Cancel




Fed 1B Key Management - [C:\Install\esk5-ikeyman\customerkey. kyr]
Key Database File Create View Help

NZERE

DB-Type: |Keyring file

Key database information

File Name: |C:IInstaIllgSkﬁ-ikeymanlcustnmerkey.k\_.rr

Hey database comtent —

| Signer Centificates

Thawte S5L CA

thawte Primary oot CA,

Yerisigh Class 3 Public Primary Cetification Authority - G2
Yerisigh Class 2 Public Primary Cetification Authority - G2
Yerizign Class 1 Public Primary Certification Authority - G2
Thawte Personal Premium CA

Thawte Personal Freemail CA

Thawte Personal Basic CA

Thawte Premium Semer CA

Thawte Serer CA

Yerisign Class 1 Public Primary Certification Authority
Yerisign Class 2 Public Primary Certification Authority
Yearizigh Class 3 Public Primary Cedification Authority

The requested action has successfully completed!

Switch to... Personal Certificates



Fed 1B Key Management - [C:\Install\esk5-ikeyman\customerkey. kyr]
Key Database File Create View Help

NZERE

Key database information

DB-Type: |Keyring file

File Name: |C:1I nstallgska-ikeymamcustomerkey. kyr

Hey database comtent —

||Persnnal Certificates

A personal certificate has its associated private key in the database.

Import Key

Keyfile type | PKCS12file

File Name: |Wi|dcard_0u5tumer.pf}{

1==]
=
=]
=
7]
n

Location: |C:1InstaII1EII|:| o

OK



Password Prompt

Passworid to open the source PHCS12 file: |*""‘""*"‘“‘1

OK
View/Edit

Key information for [{3BDA3CD3-46DF-480A-9439-44B7F9F7D900}]  [X]

| {SBEDA3SCDI-46DF 480A-9439-44BTFIFTD2D0}

Key Size: 2048

Certificate Property:
Version X509\V3
Serial Numb er: SNEB:A4:5981B:AT:TF39:26:66:04:15:27T:EC:05:C9
Issued to:

*

Issued by:
Thawte S5L CA
Thawte, Inc.

s

Validimy: Valid from September 25, 2012 to September 26, 2014
Fingerprint {(MD5 Digest):

EQ:CO:5D: AN THEC28:2D:FASEAA:AESF69:87:C1
Signature Algorithim: 12840113549, 1.1.5(1.2.840. 113549.1.1.5)

Set the certificate as the default
OK
OK
Key Database File
Exit

Check your file and add sth file to enable it for Domino use

Copy customerkey.kyr to your Notes Data directory on your client

From your Notes client use:



File\Application\New

Specify New Application Mame and Location

Server | Local vi| ok |
Ttle  |ServerCertficate Admin || Cancel |
File name | SCA nsf |

Encryption...

[ ] Create full text index for searching Advanced...

Specify Template for New Application
Server | Local v

P Roaming User Data A

Server Certificate Admin
E Site Finder Dema

LniE E Subscriptions (6)
E TeamRoom (9)
E |User Reqistration Gueue () W
File name |::sr1f5ﬂ.nﬁ' | | About...
Show advanced templates
Inherit future design changes
OK
Open the newly created database
and go to:

View & Edit

Key Rings

Choose

Enter the Key Ring File to Access

ki l

OK




Input password for customerey lor

i

Waming: An application that is not IBM Motes or Domina may
be prompting you for this passward. f you do not know the
source of this prompt, providing a password may be a securty
risk .

Enter the Key Ring File to Access

st l
OK

Input password for C:ABMYMNotesData'customercey lor | oK I

Waming: An application that is not IBM Motes or Domina may
be prompting you for this passward. f you do not know the
gource of this prompt, providing a password may be a securty
rigk.

OK
Input Mew Password for C:A\EBM\WMotes'\Data“customedoey loyr | 0K I

=L
|

Waming: An application that is not IBM Motes or Domina may
be prompting you for this passward. f you do not know the
source of this prompt, providing a password may be a securty
risk .

OK
Enter the new password again -
CABEM\Motes Datacustomerey kyr “
Waming: An application that is not IBM Motes or Domino may
be prompting you for this passward.  you do not know the

source of this prompt, providing a password may be a securty
rigk.




Key Ring File Password Successfully Changed

You should now also have a customerkey.sth file in your data directory, please check that you have!
If you don't you have not followed the instructions.

Click on:

Site Certificates

_/3BDA3ICD3-46DF-480A-0439-44B7FOF7DAD0} Mo

should show something like this:

Certificate Information

Key Ring & Certificate
Key Ring File CAEM\MNotes\Data\customerkey. kyr

Name
Certificate Label {3BDA3CD3-46DF-450A-9439-44B7FOF7D900}
Key Size 2048
Certificate Subject Certificate Issuer
Common Name  *. Thawte S5L CA
Organization Thawte, Inc.
QOrganizational
Unit
City
State
Country us

Implement the files on the server

Copy both kyr and sth files to the Servers Data Directory

Now in your Internet sites configuration

Key file name: rcustomerkey.kyﬂJ

Add the name of your kyr file as Key file name:

Also modify:

SEL ciphers: RC4 encryption with 128-bit key and MD5 MAC
RC4 encryption with 128-bit key and SHA-1 MAC

Triple DES encryption with 168-bit key and SHA-1 MAC

DES encryption with 56-bit key and SHA-1 MAC
RC4 encryption with 40-bit key and MD5 MAC

and uncheck



I~ DES encryption with 56-bit key and SHA-1 MAC
I RC4 encryption with 40-bit key and MD5 MAC

Save to avoid messages on the server console and in the log.

If you are not using internet sites change in the corresponding sections in your server document.
Also, in the server document, make sure that you have enabled SSL in the Internet Ports.... section.

You could then restart your http with the following from the Live console on the server:

restart task http

Check out if it works

To check this out go to https://yourserver.yourdomain.yoursuffix and check that everything is OK.

In Internet Explorer you can click on the

—— icon to see what certicates are in use for the url.

= = Website Identification

thawte has identified thi

[¥4]
[*5]
(4t}

3]
[#5]

Should | trust this site?

View certificates

This connection to the server is encrypted.

..........

View certificates



https://yourserver.yourdomain.yoursuffix/

A Certificate -

General | Details | Certification Path|

L_ R _5 Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer

* Refer to the certification authority's statement for details.

Issued to: ~*.

Issued by: Thawte SSL CA

Valid from 2012-09-25 to 2014-09-26

Issuer Statement

OK

If you are here now congratulations

Conclusion



